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Policy Based Automation Auto-vlan
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Version Comments Date Author

0.1 Initial content 31 Aug 2020 Vijay

Feature overview.

The PBA Auto-vlan feature enables cnMatrix switch to dynamically learn the vlan id’s advertised by cnPilot Ap’s as part of LLDP
control packet. The received LLDP control packets are first authenticated by cnMatrix and then parses the received vlan ids and
allows them on the directly connected interface.

This feature is intended to support zero-touch detection of cnPilot access point on cnMatrix switch and dynamically configure
the port on which the LLDP packet is received. The support for PBA Auto-vlan feature starts from cnPilot firmware version 4.1
and cnMatrix firmware release 3.1.1-r3

Functional Details about the PBA Auto-vlan.

New Cambium vendor-specific LLDP TLVs is introduced to support “pushing vlan ids from Cambium cnPilot to cnMatrix switch.
The PBA TLVs are implemented as an extension to the LLDP standard, using its flexible extension mechanism.

They are implemented as vendor-specific (Cambium OUI: 58-C1-7A) TLVs using TLV type 127 as described in the 802.1ab (LLDP)
standard.

Two new TLVs have been defined:

PBA Authentication TLV — used by cnMatrix switch to export current authentication-related data and settings for use
by attached cnPilot devices

PBA Device Settings TLV — used by cnPilot devices leveraging PBA to export required PBA device settings like the vlan
id’s to cnMatrix.

By default, the cnMatrix regularly generates LLDP authentication TLV on all the ports. The below criteria decide whether the
LLDP PBA Authentication TLV is included in the LLDP packet generated by cnMatrix switch or not.

e Enable/Disable Port operational status

e Enabled/Disabled PBA authentication TLV setting on the port . On port execute “no lldp pba-tlv-select authentication”

e Enabled/Disabled Auto-Attach policy globally. Execute “no auto-attach”. TLV transmission is stopped on all ports
when PBA is disabled globally.

Upon receipt of this LLDP authentication tlv, cnPilot AP responds by sending Device setting tlv (which basically includes the list
of vlan ids allowed on the trunk interface of the AP). The expectation is the native vlan on the AP’s ethernet interface to be
untagged. However, when AP Ethernet is in Trunk Mode with Native VLAN Tagged, then Native VLAN ID must be present in
'Allowed vlans on the interface so that it is allowed by the switch on the port.

On cnPilot AP, PBA device setting TLV is included in LLDP packet if the ethernet port is in trunk mode. It is not generated if it is
in Access mode. LLDP is enabled by default globally on the cnPilot AP. The cnMatrix switch authenticates the received LLDP
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packet from the cnPilot AP . From the device setting tlv, the switch reads the component (VLAN list, state flags) and creates a
dynamic policy that is applied to the port on which the tlv was received.

The policy remains in effect until the LLDP port status changes (e.g., downstream neighbor LLDP data expires, PBA disabled on
the port, link-down event), the policy data being pushed by the downstream neighbor changes (e.g., the VLAN list is updated) or
a higher precedence PBA is determined to be applicable to the port.

Functional Details about PBA TLV extension.

Cambium PBA Authentication tlv

This is Proprietary tlv generated by cnMatrix to convey authentication related data and setting. If this tlv is included in
the LLDP packet, then it notifies the cnPilot devices that PBA based data path configuration is supported by the
cnMatrix. If the tlv is absent, then this feature is not supported.
The PBA Authentication TLV exports current authentication-related settings and data that is required to support
secure communication between the device generating authenticated PBA TLVs and cnMatrix. It sends the following
information in the tlv.
o  Source mac address: mac address of the device generating the tlv
o Authentication state flag:
=  Flag =1:indicates PBA authentication is enabled. The device setting tlv received on this port in
ingress direction will be authenticated before processing. If the authentication fails, the packet
will be dropped, and no policy will be applied.
= Flag=0:indicates the LLDP packed will not authenticated when processing the tlv.
o Authentication challenge:
The cnPilot uses this information when connecting to cnMatrix to leverage PBA functionality and automatically
configure datapath characteristics (e.g., VLAN settings) in a secure communication mode.

Cambium PBA Device setting tlv

This proprietary tlv is generated by the cnPilot Ap’s to update PBA enabled uplink switch about the interface
configuration requirement.
It is only generated following the receipt of a PBA Authentication TLV on the interface.
PBA Device Settings TLV data integrity and source validation is supported using the HMAC-SHA256 message
authentication algorithm. The HMAC-SHA256 generated digest size is 32 octets and the PBA Device Settings TLV
includes a field to support the digest exchange between source and destination parties. Symmetric (shared) private
keys are used for digest generation.
The Digest is computed by passing the below data to the HMAC-SHA256.

o Authentication challenge value: received from most recent incoming lldp packet from switch

o  Source mac address: MAC address of the device formulating the PBA Device Settings TLV

o  Destination mac address: derived from the Source MAC address from the most recently received PBA

Authentication TLV
o  Port-id: — derived from the value of the LLDP standard (mandatory) Port ID TLV exported by the upstream
cnMatrix device

This data, along with the message authentication key, is passed through the standard HMAC-SHA256 algorithm to
produce the associated message digest. The digest is then placed in the HMAC-SHA256 Digest field in the TLV prior to
transmission. Upon receipt, the digest is again computed, and the resulting digest is compared against the received
digest. If the received digest is the same as the newly computed digest, the TLV is considered authentic and
processing can commence. If the comparison fails, the TLV is discarded and processing is terminated.
PBA Device Settings TLV authentication can be bypassed to support Cambium devices that do not support the
required authentication procedure. Disabling PBA message authentication means that PBA Device Settings TLV
authentication is not performed.
The primary use of the PBA Device Settings TLV is to pass desired VLAN settings from the source to the destination
device to facilitate automatic configuration of datapath settings. This effectively pushes policy action data from the
source downstream device to the destination upstream device. Settings are applied to the port through which the TLV
was received (i.e., the ingress port). The following VLAN settings can be specified.
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o Native VLAN — native vlan is always send as “0”. This is to avoid cnMatrix from updating the port based on
received tlv from cnPilot.

o  VLAN List — identifies a list of VLANs that are to be created and applied to the ingress port of the switch. The
VLAN list specified is either comma separated or range ( 5-10). A maximum of 20 VLANs may be specified on

the ethernet port.
Toplogy diagram

EDGE-Router

cambium-cnmatrix

cnPilot Ap's

Device-setting-TLV
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LLDP Work Flow.
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Ay B -] Bgressen.
" = soucn o et [
476116:49:40,045981  Canbiumi_ed:fd:68 LLDP_Multicast Lwop 175 TTL - 120 Syswane = cloud-coMatrix Sysbesc = Canbiun Networks cratrix
4782 16:49:40,045981  Canbiumi_ed:fd:63 LLDP_ Multicast Lwoe 175 TTL = 120 Syskane = cloud-cnMatrix SysDesc = Canbiun Networks cnMatrix
Conbium LLOP_Multicast Lwop 175 TIL = 120 Syskane = cloud-cnMatrix Sysdesc = Canbiun Networks conatrix
Canblum LLOP_Multicast Liop 165 TIL = 180 Syshame = £425-6EDE26 Sysbesc = cnilot €425
Canbiumi_ed:fd:68 LLOP Multicast LLop s TTL = 120 Syswane = cloud-cnMatrix SysDesc = Cambium Networks coMatrix
Camblumy_ed:fd:63 LLOP_Multicast wor 175 TIL = 120 Syskane = cloud-coMatrix SysOesc = Cambium Networks coMatrix
Canbiumi_od:fd:67 LLOP Multicast wor 75 TTL = 120 Syswame = cloud-cnMatrix SysDesc « Cambium Networks cnMatrix
Conbiumy_b LLoP_Multicast op 133 TTL = 180 Syskame = £400-B1436C SysDesc = cnPilot €400
Cambiunk_ed:fd:68  LLOP_Multicast wor 75 TTL = 120 Syskane = cloud-cnMatrix Sysbesc = Canbiun Networks criatrix
Canbium_ed: fd:63 LLDP_Multicast e 175 TTL = 120 Syskane = cloud-cnMatrix SysDesc = Canbiun Networks coMatrix
9185 16:50:40.342686  Canbiuny_ed:fd:67 LLDP_Multicast LLoP 175 TIL = 120 Syshame = cloud-cMatrix SysDesc = Cambium Networks cnMatrix
< >
Frane 4904: 175 bytes on wire (1400 bits), 175 bytes captured (1400 bits) on interface O 150 0180 c2 00 00 06 58 1 7a ed #d 68 0207
Ethernet 11, Src: Cambiumh_ed:fd:68 (58:c1:7ated:fd:68), Dst: LLDP Multicast (@1:f 100:00:00) 10 4 58 a1 61 04 06 01 47 69 8 06
v Link Layer Discovery Protocol ©2 0 78 74 68 65 72 6o 65 49 60
Chassis Subtype = MAC address, Td: 58:c1:7ased:fd:61 < : :‘; ;’ :: :: :: “’; ‘7;: ;: ;: ::
:: :ub(ypg = Interface allas, Id: Gio/8 a8 43 61 7564 20 4e 65 78 72 6b
oo 7320 63 7472 697820 85 30 31
~ Port Description = Ethernet Interface Port 08 ol oSt ! o
0000 100. ... TLV Type: Port Description (4) 74 63 68 3830 31205357 20 31
“ies 200 0001 1020 « TLV Length: 26 2e 31 2d 72 33 08 04 00 14 90 14 fo a7
Port Description: Ethernet Interface Port o 020 01 00

System Name = cloud-crMatrix

Systen Description = Canbiun Networks crNatrix EX2010-P Ethernet Switch Wi:01 SWi3.1.

m (1)
11 11, . el = TV Type: Organization Specific (127)

V Length: 16
sa.

o SUbTYP
unknoun subtype Content: 9158c17a0dfd618071b76270

Hetworks Lini

v T TTIreT

0000 000, ... .... = TLV Type: End of LLOPOU (0)

+210 0000 0000 = TLV Length: ©

inated from cnPllot AP.

LLDP packet orig
10

Time Source
4781 16:49:40.045981  Cambiumh_ed: fd:68
4782 16:49:40,045081 Cambiumh_ed:fd:63
Cambiumh_ed: fd:67
Cambiumh_6e:de:26
Cambiumh_ed:fd:68
Cambiumn_ed:fd:63
Canbiumh_ed: fd:67
Cambiumh_b1:48:8c
Cambiumh_ed:fd:68
Cambiumh_ed: fd:63
8185 16:50:40.342686 CambiumN_ed:fd:67

Dastinason
LLOP_Multicast
LLOP_Multicast
LLOP_Multicast
LLOP Multicast
LLDP_Multicast
LLOP_Multicast
LLDP_Multicast
LLOP_Multicast
LLOP_Multicast
LLDP_multicast
LLOP_Multicast

Longh  ChntMAC Ifo

175

TTL = 126 Syshame = cloud-cnMatrix SysDesc = Cambium Networks
TIL = 120 SysMame = cloud-cnMatrix SysDesc = Cambium Networks
TTL = 120 Syshame = cloud-cnMatrix SysDesc = Cambium Networks
TTL = 180 SysName = E425-6EDE26 SysDesc = cnPilot E425

TTL = 120 Sysliame = cloud-cMatrix SysDesc = Cambium Networks
TTL = 120 Syshame = cloud-cnMatrix SysDesc = Cambium Networks
TTL = 120 Sysiame = cloud-cnMatrix Sysbesc = Cambium Networks
TIL = 180 SysName - £480-B1488C SysDesc = cnPilot E400

TTL = 120 Syshame = cloud-cnMatrix SysDesc = Cambium Networks.
TTL = 120 Sysase = cloud-coMatrix SysDesc = Cambium Networks
TTL = 120 Syshame = cloud-coMatrix SysDesc = Cambium Networks

It has the device setting TLV.

B ] ewressen..

cnMatrix
cnMatrix
cnMatrix

cnMatrix
cnMatrix
cnMatrix

cnMatrix
cnMatrix
cnMatrix

>

v Link Layer Discovery Protocol
Chassis Subtype = MAC address, 1d:
Port subtype = Interface name, Id:
Time To Live = 180 sec
System Name =
System Descripty® ot E425
Capabilities

v Port Description = eth1
0000 100, .... ..
© 0000 0100 = TLV Length: 4

ters +0.@ 0101 1000 = TLV
Organization Unique Code:

Length: 88

TLV Type: Port Description (4)

Shization specific (127)

58:c1:7a_(Cambium Networks Limi

Frame 4860: 165 bytes on wire (1320 bits), 165 bytes captured (1320 bits) on interface @
» Ethernet II, Src: Cambium_6e:de:26 (58:C1:7a:6e:de:26), Dst: LLOP Multicast (01:80:c2:00:

0000 000. .... ..

= TLV Type: End of LLOPDU (@)
tere +..0 0000 0000 = TLV Length: ©

Configuration on cnMatrix switch
By default, Auto-Attach policy is enabled by default on cnMatrix Switch.

80 c2 00 00 Ge 58 c1 7a 6e de 26 88 cc 02 07 X zn-&
58 1 7a 6e de 26 84 05 05 65 74 68 31 06 02 X zn th
b4 @a 0b 45 34 32 35 2d 36 45 44 45 32 36 &C

63 60 50 69 6C 6f 74 20 45 34 32 35 Oe 04 00
1c 08 04 65 74 ]
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Interfaces Rules

Auto Attach Basic
Settings

Configuration on cnPilot Access point.

Actions

Policies

LLDP is enabled by default on cnPilot AP.

Scripts

Auto Attach Global Status Enabled w
String Comparison Ignore-Case
Update Port Description PBA Policy Name
Restricted MAC Match Enabled

Default Auto Attach Settings Disabled ~

v

(f. Cambium Networks cnPilot E425 - E425-6EDE26

lsnl Dashboard

Configure

@ Monitor ~

System
£ Configure - 4

¥ Radio
= WLAN
i Network

& Services

%= Operations

System

Name

Location

Contact

Country-Code

Please configure the Country of operation under Configure->System

E425-6EDE26

Placement @ Indoor O Outdoor Configure the AP placement details
LED Whether the device LEDs should be ON during operation
LLDP Whether the AP should transmit LLDP packets

Hostname of the device (max 64 characters)

Location where this device is placed (max 64 chara

Cantact information for the device (max 64 characte

For appropriate regulatory configuration
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Stats command on cnMatrix switch

@ Cambium Networks" cnMatrix EX2010-P

Statistics Errors

TePUDP Traffic Information
Interface | Frames | Enfries | Frames |Received | Frames |Unrecognized | Total | PDU Description
IPvé Transmitled | Aged |Received | Emor | Discarded TLVs TLVs  |Length
——————— Frames Discarded | Emor
Drops
VLAN
. solution-lab-
—_— Gion 798 o 389 47 a7 0 5 0 switch.cambiumnetwo
MSTP Gio/2 798 o 389 47 47 0 5 0
Gio/3 798 o 389 47 47 0 5 0
Gio/4 9 9 5
RSTP i0/4 798 o 389 47 47 0 0
Gio/s 798 o 389 47 47 0 5 0 XV2-2-484686
798 0 389 7 a7 0 5 0 #CambiumAuto_If6
o 4 nbiumAUto_|
79 47 mbiumAute_If7
A 798 0 389 47 a7 0 5 0  #CambiumAuto_If8
798 o 389 47 47 0 5 0
798 o 389 47 47 0 5 0
LLDP ‘.
QoS

IGMP Snooping
P

RIP

To check the LLDP neighbor’s

cloud—cnMatrix#t show 1lldp neighbors

Capability Codes H
CR> Router,. (B> Bridge, <T> Telephone, <C>» DOCSIS Cabhle Device.
<W> WLAN Access Point, <P> Repeater, <5> Station,. <0 Other

Chassis 1D Local Intf Hold—time Capability Port Id

f8:8b:ch:78:a5:88 i GilrsA-22
2U2-2-484686 i ! becieb:?c:48:46:86

LB:cl:-Patbe:de:2b ! ethl
AA:PB4:56:b1:48:8c ! ethl
AA:B4:-56:95:98:28 Gif 6 " ethi

Total Entries Displayed = 5
cloud—-cnMatrixit |
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To check the vlan’s learned from LLDP neighbors

loud-cnMatrixi

loud-cnMatrixit show 1ldp neighbors gigahitethernet B/6 detail

apahility Codes H
CR> Router, (B> Bridge.,
CW> WLAM Access Point.

>>>> Local Interface :

hassis Id Sublype
hassis Id

Bustem Mame
Bustem Desc

ime Hemaining
Bustem Capabhilities Supported
Bustem Capahilities Enabled
anagement Addresses

Extended 882.3 TLU Info

Extended SB¥&1 TLV Info

ambium TLU Info
BA Device Settings TLU Info
Uersion

Mon—Zero Digest

Flags

Source MAC Address

Mative ULAM

ULAN List

(T> Telephone.
(P> Repeater.

(5> Station.

GiBre <<«

Mac Address
AB:A4:56:95:98:28
Interface Mame
ethl

ethl
E418-959828
cnPilot E418
165 Seconds
B.W.R

B.W.R

Mot Advertised

i
True

BxBA
BA:@4:56:95:78:28
5]

8§80 .780, 10808

loud—cnMatrixlt

loud—cnMatrix#t show 1lldp neighborz gigabitethernet B-/7 detail

apability Codes H
R} Router, (B> Bridge.
W>» WLAM Access Point,

[»>>> Local Interface :

hassis Id SubIype
hassis Id

BEustem Desc

[ime Remaining

BEustem Capabilities Supported
Eystem Capabilities Enabled
anagement Addresses

xtended 882.3 TLU Info

xtended 882.1 TLU Info
Port ULAN Id

ambium TLU Info

PEA Device Settings TLU
Uersion
Mon—Zero Digest
Flags
Source MAC Address
Native ULAN
ULAN List

(T> Telephone.
(P> Repeater.

5> Station,

GiBs? {<{<{<

Mac Address
L8:ci1:Pazbe:de:26
Interface MName
ethl

ethl
E425—6EDE26
cnPilot E425
155 Seconds
B.W.R

B.W. R

Mot Advertised

i

True

Bx00
GB:cl:Patbe:de: 26

5]
150,151,152,153,154,155.,156.157.158.15%.168

fTotal Entriez Displaved

CC) DOCSIS Cabhle Device,

(C> DOCEIS Cable Device.
0> Other
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To view the Auto-Attach policy Attached

@ Cambium Networks" cnMatrix EX2010-P

RSTP Auto Attach
Interface Statistics

PVRST
Policies | Policies | Policy | TLVs TLVs v Previous Policy | Clear Statistics. Description
A Applied | Expired | Emors. | Received | Processed | Authentication
Failures.
- g | Solution-iab-
LLDP ® ez @ 2 8 o o o Disabled switch.cambiumnetwo
Gioi2 0 0 0 0 0 0 D v
Qos
Gio/i3 0 0 0 0 0 0 Disa v
IGMP Snoaping G |eos4| o o Y Y o o D v
8 Gio/s o o 0 0 0 0 Di v XV2-2-484686
[ D Gios 2 1 0 73 73 0 #CamblumAuto_If6 | D v #CambiumAuto_I16
RIP Gio/7 4 3 0 30 30 0 #CambiumAuto_If7 = Di v #CambiumAuto_If7
Gi0/8 1 0 0 79 79 0 D v #CambiumAuto_|f8
OSPF o |Gos o 0 0 0 0 0 D v
Giono 0 0 0 0 0 0 Disabled v
RMON

Policy Based Automation Apply H Refresh H Clear Al

. )
cloud—cnMatrixh

cloud—cnMatrix#t show auto—attach policy
Policy Mame: #CambiumAuto_If6

Policy Precedence: 0]
Policy Status: enabled

3o o BB PSR- u oo nE-n - 0 -JuE o -nE - B Mo BB

Policy Mame: #CambiumAuto_I£7
Policy Precedence: 0]
Policy Status: enabled

#iCambiumAuto_If8
88
enahled

loud—cnMatrixh
loud—cnMatrixh
loud—cnMatrixh
loud—cnMatrixh
loud—cnMatrix#t show auto—attach interface

AA M=g Auth
Status Status Auth TLU Active Policy

enahled
enahled
enahled
enahled
enahled #CambiumAuto_If6
enahled #CambiumAuto_If7
enahled #CambiumAuto_If8
enahled

enahled enahled enahled

louwd—cnMatrixlt [

10
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To view the Auto Attach policy applied on the interface from cli.

c loud—cnMatrix#t show auto—attach policy detail

Policy Mame: #CambiumAuto_If6
Policy Precedence: i]5]
Policy Status: enabled

nsa
SY¥STEM-LLDP-FPUSH
<Cambium Device Auto Generated Pushed Policy>

nsa
FUID: nsa
Fort Mode: hubrid
ULAN List: 808, 960 . 19808

306303030 -0 ~J0E o300 030303030 -0 ~30E o300 -0 ~30E3oE-30E 0 -0 ~30E 303030030 -JoE 30300 3oE o300 0o JeE-30E 3030 -oE- oo o0 eE- -

Policy Mame: #CambiumAuto _If7
Policy Precedence: ji]5]
Policy Status: enabled

nsa
SYSTEM-LLDP-PUSH
<Cambhium Device Auto Generated Pushed Policy>

nsa
FUID: nsa
Port Mode: huybrid
ULAN List: 158,151 .152,153,.154.155,156.157,158.159.168

306303030 -0 ~J0E o300 030303030 -0 ~30E o300 -0 ~30E3oE-30E 0 -0 ~30E 303030030 -JoE 30300 3oE o300 0o JeE-30E 3030 -oE- oo o0 eE- -

Policy Mame: #CambiumAuto _If8
Policy Precedence: i1 0]
Policy Status: enabled

nsa
SYSTEM-LLDP-PUSH
<Cambhium Device Auto Generated Pushed Policy>

nsa
FUID: nsa
Port Mode: hybrid
ULAN List: 4018, 688 . 788

To view the status of TLV processed or Failed.

cloud—cnMatrixh show auto—attach interface statistics

Policies Policies Policy TLUs TLU=s TLU Auth
Interface Applied Expired Errors Received Processed Failures

5]
A
5]
A
5]
2
4
1
H
A

EEEMEDEIEEE
EEEEEIIEEER
DEEERDDOE®R

11
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To view the policy statics on the port.

louwd—cnMatrix#ft show awuto—attach policy statistics

ame: HCambiumAuto_If6
Applied: 1 Expired: @ Errors:- @

[nterface Applied Expired Errors

SESFIEEE®
DRI IE®E
ORI IEE

ame: HCambiumAunto_If7Y
pplied: 1 Expired: A Errors: A

nterface Applied Expired Errors

a
a
a
a
a
a
1
a
a
a

ame = HCambiumAuto_If8
pplied: 1 Expired: A Errorsz: A

nterface Applied Expired Errors

QOO IOE®R
DA EEE®R
OO EEE®R

loud—cnMatrixit

12
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To view the LLDP counters globally.

oud—cnMatrixH

louwd—cnMatrix
loud—cnMatrixit
louwd—cnMatrix
louvd—cnMatrix#t show lldp traffic

Framez OQut

Tagged Frames Qut

Entries Aged

Frames In

Framez Received In

Frames Discarded

TLUS Unrecognized

TLUs Discarded

PDU length error Drops

LLDP-MED Frames Out

LLDP-MED Framesz In

LLDP-MED Frames Discarded

LLDP-MED TLUs Discarded

Media Capability TLUs Discarded

Metwork Policy TLUs Discarded

Inventory TLUs Discarded

Location TLUs Discarded

Ex—PowerliaMDI TLUs Discarded
ed—Capability TLU Discard Reason
w—Policy TLU Discard Reason
Inventory TLU Discard Reason
Location—ID TLU Discard Reason
Ex—FPowerliaMDI TLU Discard Heason
otal Device Settings TLUs Discarded
otal Device Settings TLUs Auth Fails

Error

127426
a

a
64838
7291
65

5]
7291
5]
28838
7226

Applicahle
Applicable
Applicahle
Applicable
Applicahbhle

To change the Authentication key on cnMatrix and cnPllot.

If the user wants to change the default shared authentication key, then can use the below cli on
cnMatrix and cnPilot . Ensure it is same on both the devices, else the authentication of lldp packet will

fail.

On cnPilot

13
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lowd—cnMatrix{config—if *# auto—attach msg—auth—-key 7

private—-key(32»: Authentication key

loud—cnMatrix{config—if ># auto—attach msg—auth—-key Jj

14



