
 

 

 

 

 

 

 

 

 

 

 

 

                       
                
           

           



 ntroduction 

 
 ow days customer requirement is to integrate guest access portal with third party 

widely used domain like  zure/ oogle work space.   s many universities, 

 nterprises are already using  D services from these global providers. 

Hence it is need of an hour that our    should have capability to integrate guest 

access with them. 

 his document cover configuration steps, and troubleshooting way for        

          with the guest access portal. 

 here are 2 main component configuration involve,                                                                                                   

1.  oogle  orkspace domain & admin account. 

2.  onfigure a guest access portal on cnMaestro. 

 ew  sers need to create Domain in google workspace.  

 lease  Visit this page for reference  follow simple steps. 

                               dmin  onsole_ Manage  ettings,  sers & Devices _  oogle 

 orkspace.html 
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 onfiguration in  oogle workspace 

 

•  ogin to https://admin.google.com/ with admin account and carry below 

steps. 

 nce u login to portal,  

1.  reate  rigination unit. Directory ->  rganizational  nit   -> reate 

 

 

D  not forget to create sub organization unit in it.    only parent organization unit 

will give assign 

 [/] root filter id to client post authentication. 

 

https://admin.google.com/


 

1.  reate user and assign it to  rganization unit. 

Directory ->  sers  - >  reate user. 

 

 

 nce user created the same username and password need to be use in guest 

 ortal. 

 

 

 

 

 

 

 

 

 

 



 

•  onfigure  uest access portal: 

•  etwork  ervices ->  uest  ccess  ortal ->  DD            

 

 

 

•  uest access - ccess ->  oogle 

 



 

 

•  nable  oogle  ogin.  

•  lick on  uthorize. 

 t will redirect to google admin authorization page. 

 

 

 

 

 

 

 

 

 

 

 

 



 ne with  oogle workspace account, must get authorized.  

 nce process completes, then account shows as authorized 

 

 

 

 

 

 



 

        F          with  ser group policy, pushing V    id &  ccess  

 ontrol  olicy for matching  adius Filter id. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 roubleshooting 

 o view user session,  go to  uest access portal -> {your portal} ->  essions 

 

• Message from controller to push the filter id. 

 

 

 

 o view Video demo of authentication 

process.  lease click on     . 



• V     ssignment post authentication success. 

•         with group assignment, post authentication success from google 

workspace. 
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 hite  isted Domains: 

        1. accounts.google.* 

        2. *.googleapis.com 

        3. www.airport.us 

        4. www.itools.info 

        5. qa-us-east-1-wic-2.cloud.cambiumnetworks.com 



        6. cnmaestro-assets.cloud.cambiumnetworks.com 

        7. apis.google.com 

        8. www.google.com 

        9. captive.apple.com 

       10. *.googleusercontent.com 

       11. play.google.com 

       12. www.ibook.info 

       13. www.appleiphonecell.com 

       14. connectivitycheck.android.com 

       15. cnmaestro-test-assets.cloud.cambiumnetworks.com 

       16. *.gstatic.com 

       17. clients3.google.com 

       18. www.thinkdifferent.us 

 

 

 bservation 

 

•   D                   Y is not dynamic, although changes get saved in cnmaestro but did not push to   , need 

to workaround as making changes in another parameter in    group and then sync the configuration.  

•        M    arameter is not getting applied. 

 ule list 

/ # iptables -  

 hain       (policy       ) 

target     prot opt source               destination 

           all  --  anywhere             anywhere 

           all  --  anywhere             anywhere             state       D,    B   H D 

           tcp  --  anywhere             anywhere             tcp dpt:ssh 

           tcp  --  anywhere             anywhere             tcp dpt:89 

           tcp  --  anywhere             anywhere             tcp dpt:475 

           tcp  --  anywhere             anywhere             tcp dpt:telnet 

           icmp --  anywhere             anywhere 

           udp  --  anywhere             anywhere             udp dpt:snmp 

http://www.thinkdifferent.us/


           udp  --  anywhere             anywhere             udp spts:bootps:bootpc dpts:bootps:bootpc 

           udp  --  anywhere             anywhere             udp dpt:domain 

           udp  --  anywhere             anywhere             udp spt:domain 

           udp  --  anywhere             anywhere             udp dpt:3799 

           udp  --  anywhere             anywhere             udp dpt:12321 

           udp  --  anywhere             anywhere             udp dpt:22610 

wlan-guest-access  all  --  anywhere             anywhere ========= not seeing any        M   paremeter 

•  iming in output shown in command  

service show guest portal is  abrupt 

 


