
MIGRATING WI-FI TUNNEL CONCENTRATOR FROM CNMAESTRO ON-PREMISES TO AN EXTERNAL SOLUTION
[Document subtitle]



Contents
Overview.	2
L2tp tunnel configuration between cnPilot and Mikrotik	2
Introduction	2
Topology diagram.	3
Configuration on Mikrotik router	4
Configuration on cnPilot AP	18
Check the status of L2tp tunnel on AP.	20
Same configuration can also be done from cnMaestro.	20
Tunnel status on Mikrotik.	24
Dhcp server status on Mikrotik.	25
Known Interoperability issues with Mikrotik router	25
Scalability	27
Setting up EoGRE Tunnel between Cambium cnPilot and Ubuntu	28
Topology diagram.	28
Ubuntu server configuration	29
AP configuration for Eogre tunnel.	30
AP UI configuration.	32
Configure the GRE tunnel.	33
Same configuration can also be done from cnMaestro.	34
AP statistics.	34
Cli statistics.	34
AP UI statistics.	35
GRE Packet capture	35










[bookmark: _Toc61860772]Overview.

CnPilot provides two tunneling option, l2tpv2 with BCP & EoGRE tunnel. Both the tunneling mechanism can be used to bridge the Ethernet traffic coming from an end host (wireless client) , and encapsulate the traffic using either EoGRE or L2tpv2 header and forward over an L3 network.  The most widely deployed tunnel is EoGRE because it has less protocol overhead compared to L2tpv2 and works with number of deployment solutions. We have validated EoGRE tunnel between cnPilot access point and linux server.  
 

Since the support for EoGRE tunnel will be deprecated on cnMaestro from 3.x release, Cambium recommends customers to move to either of the two tunneling deployment solutions supported by cnPilot. 


Available Tunneling options on cnPilot 
· L2tpv2 with BCP  (Tunnel between  Mikrotik & cnPIlot) 
· EoGRE   ( Tunnel between Linux server  & cnPilot). 
 
The steps to configure both the tunnel is listed below. The solution can be used to scale up to 100 to 200 tunnels. Scaling of the tunnel depends on the hardware configuration of the Ubuntu server in case of EoGRE and model number of the Mikrotik router. 
 
NOTE: There is interoperability problem between cnPIlot and Mikrotik if auto-mac feature is enabled on Mikrotik router, so we recommend disabling this feature on Mikrotik to avoid the issue. 
Please read the interoperability section which explains in detail about the issue.  
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[bookmark: _Toc61860774]Introduction.  
 
L2tp is a layer 2 tunneling protocol used to tunnel the wlan vlan to centralized tunnel concentrator.  
This is the centralized deployment model where the dhcp server for all the wlan vlan will run on the mikrotik router or it can be behind mikrotik. The L2tp tunnel terminates on the mikrotik router and then the user traffic is routed through the wan interface.  
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Topology Details. 
· AP connects to the POE switch and gets ip address from the management vlan. 
· User can onboard the AP to cnMaestro and push the configuration from there or can directly open the AP ui and do the wlan configuration. 
· Launch the AP ui and configure two wlan. 
· Ssid-1 : mapped to vlan 10 
· Ssid –2 mapped to vlan 20 
· Configure each  wlan in tunnel mode. Steps to configure the wlan is listed below 
· Configure L2tp tunnel on the Access point . Steps to the tunnel is listed below. 
· Configure the Mikrotik router accept l2tpv2 tunnel request from the Access point. Steps for the configuration is listed below. 
· Once the tunnel is established, connect a wireless client to wlan 1, check the wireless client gets ip address and it can reach the default gateway. 
· Similarly connect another client to wlan 2 and verify that it can ip address and reach the default gateway. 
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1. Login to MIkrotik router.  
 
Eth1 interface or the wan interface is assigned ip address dynamically from the network. 
Ensure Gateway and mask is learned from the dhcp server. 
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Or you can manually assing static ip address  
 
Go to Address > ADD NEW > assign the static address to the eth1 interface. 
 
[image: ] 
 
2) Add a bridge interface for L2tp-tunnel. 
 
Go to Bridge > ADD NEW. 
Click on Enable check box. 
Type the name for the bridge interface “Bridge-L2tp-Tunnel.” 
Click Apply OK. 
[image: ] 
 
3) configure the L2tp PPP profile. 
Click on PPP > profiles >add new 
Type the name of the bridge ppp profile “l2tp-profile” 
In the Bridge dropdown select the bridge interface as “Bridge-L2TP-Tunnel.” 
Click Apply OK. 
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4)  configure the PPP profile secrets . 
      Username and password for the L2tp tunnel. 
 
 Go to PPP > secrets > Add New. 
Click on the enable checkbox. 
Configure Name as : admin 
Password : secret123 
Service : Any 
Profile : L2tp-profile. 
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5)  Configure the L2tp server. 
Go PPP>L2tp Server . 
Click on enable checkbox. 
Configure the max MTU as 1460 
Configure Max MRU as 1460. 
Configure MRRU as 1518. 
Select default profile from the drop down as “L2TP-Profile.”  

Note: Please set the MTU and MRRU values as suggested to avoid fragmentation 
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6)  configure the vlan for the wireless client. 
· configure two VLAN’s  that will be bridged over the L2TP tunnel.  
 
	Vlan interface name 
	Vlan id  
	Attach to interface 

	SVI-vlan-10-L2tp-client 
	10 
	Bridge-L2tp-Tunnel 

	SVI-vlan-20-L2tp-client 
	20 
	Bridge-L2tp-Tunnel 
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 7) create a bridge  interface for both the client vlan and add ports  
      SVI-VLAN-10 mapped to eth2 interface 
      SVI-VLAN-20 mapped to eth3 interface.  
     Go to Bridge > Add New 
      [image: ] 
[image: ] 
Need to add ports to the bridge interface.  
Go to Bridge > ports> Add New. 
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8) Assign ip address to the vlan interface and run dhcp server . 
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Configure dhcp pool. 
 
Click on IP > POOL > Add New. 
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     [image: ] 
Attach the dhcp pool to the interface.  
[image: ] 
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Go to configure > Wlan> Add wlan. 
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[image: ] 
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Configure L2tp tunnel on cnPilot 
Go to configure >Network > Tunnel  
Select l2tp from the dropdown of tunnel ecapsulation. 
Type the peer Mikrotik router ip address 
Type the authentication username/password for L2tp 
Admin/Secret123 
Save the configuraion 
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Go to Monitor> Network> Tunnel.  
The tunnel status should be “UP” 
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Go to shared settings > wlans and AP group. 
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  Create a new Wlan group. 
 
In the type drop down menu , select Eseries , epmp 
 
Type the name of the wlan group. 
Type the name of the ssid and map the vlan id that needs to be tunneled. 
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Enable tunneling of user traffic on wlan. Scroll down and click on Advanced. 
 
Check the box “enable tunnel mode”.   save the configuration. 
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Create a new AP group. 
 
Go to shared settings > wlans and AP group. 
 
Click on AP group tab and click “New AP group.” 
 
From the Type drop down select “ Eseries and ePMP” 
 
Type the name of the AP group and in country select the country based on location. 
 
In the wlan section , click add wlan and attached the wlan which was created above. 
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Go to Network in the left-hand side, Expand tunnels 
 
In the tunnel encapsulation select L2tp. 
 
Configure the remote ip address , username & password and save the configuration. 
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Problem 
It is observed that whenever the l2tp tunnel is terminated from Mikrotik router, the tunnel is teared  and re-establish. However, after the tunnel is established, the mikrotik router is not able to reach the host behind the cnpilot AP connected to the tunneled wlan.   
Please note, this issue will only occur if the client isolation feature is enabled network wide on the cnPilot AP because it caches the gateway mac address on the AP and allows communication between wireless client and gateway and restrict communication from wireless client  to any other mac address on the network. 
 
Root cause analysis. 
After analyzing the packet capture on the access point, we figured out that if tunnel tears down from mikrotik and re-establishes, the mac address of the bridge interface (which is tunneled inside L2tp) on Mikrotik changes. This is because the bridge interface has a default config of  auto-mac  which is enabled . This feature changes the mac address of the bridge interface if the tunnel terminates and re-establishes. 
 
 In the  below packet capture,  the gateway ip is 10.155.0.1 . It reflects the mac address of the gateway before tunnel termination. 
[image: ] 
The below capture reflects the mac address of the gateway after tunnel termination. 
 
[image: ] 
As you can see the gateway mac is changed. Since client isolation feature is enabled on AP, any traffic originated from this bridge interface will be dropped by AP because the cache on AP is not updated with the new mac of gateway.  The cache on the AP is updated from the dhcp offer packet received form the mikrotik. As the wireless client does not disconnect from the AP, it will not send any dhcp discover to get an offer in reply due to which the cache on the AP will not get updated. 
 
Solution  
We recommend network administrator to disable auto-mac feature on bridge interface and instead configure the static mac in the field “admin mac address ” 
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Scalability of the L2tpv2 tunnel concentrator depends on Mikrotik model number. 
The max number of L2tpv2  tunnel supported on a Mikrotick router can be obtained from the Mikrotik website.
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Ubuntu Version.
Please use the latest version 20.04 but the same command can also work on 18.04 or 16.04.
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Topology details. 
· AP connect to the Management vlan. 
· AP is configured with a wlan which is in tunnel mode and mapped to vlan 20. 
· Dhcp for vlan 20 is running beyond the gre concentrator. 
· Once the configuration is applied, AP sets up GRE tunnel with the concentrator. 
· After that client connects to the wlan, it sends a dhcp discover packet 
· The AP receives the  dhcp discover packet and encapsulates it with GRE header and sends it to the GRE concentrator. 
· After receiving the encapsulated packet , GRE concentrator removes the GRE header and checks the dot1q vlan header  and bridges it to the dhcp server. 
· Dhcp server does lookup in pool of vlan 20 and then responds with an offer packet, the gre concentrator encapsulate the offer packet with GRE Header and sends it to the AP. 
· Ap after receiving the GRE packet, removes the gre header and sends the packet in vlan 20.  
· Now the client receives the dhcp offer packet and does the remaining dhcp control packet exchange. 
· Once the client is assigned the ip address, it can reach the default gateway. 
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ip link add l2gre1 type gretap remote 10.110.200.38 local 10.110.200.101 ttl 255
ip link add l2gre2 type gretap remote 10.110.200.20 local 10.110.200.101 ttl 255

NOTE : For every remote AP ,  you need add the IP link add command in the linux gre concentrator.

ifconfig l2gre1 up
ifconfig l2gre2 up

brctl addbr br0
brctl addif br0 l2gre1
brctl addif br0 l2gre2

brctl addif br0 ens192.

ifconfig br0 up


[image: ]
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NOTE: Same configuration needs to be applied on both AP1 & AP2.

!
wireless wlan 2
 ssid "11GRE tunnel-legacy"
 no shutdown
 vlan 1020
 security wpa2-psk
 no protected-mgmt-frames
 passphrase $crypt$1$Alqc48hXt8SHL+yfxLEQVRo2PQVIffwR
 band both
 dtim-interval 1
 wpa-group-rekey-interval 3600
 max-associated-client 127
 tunnel-mode
 network-policy-id 0
 mac-authentication policy deny
 passpoint interworking access-network-type private
 no guest-access
!

!
tunnel encapsulation l2gre
!
tunnel l2gre
 remote-host 10.110.200.101
 pmtudisc
 dscp 0
 mtu 1460
 tcp-mss 1410
 no gre-in-udp
 no cambium-gre
!
pppoe server
 shutdown
 tcp-mss-clamp
 management-access
!
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Configure Wlan 
[image: ]
Enable tunneling mode.
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[bookmark: _Toc61860789]Configure the GRE tunnel.
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[bookmark: _Toc61860790]Same configuration can also be done from cnMaestro. 
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[bookmark: _Toc61860792]Cli statistics.
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Same stats will be available on AP2.
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NOTE 
Scalability of the GRE tunnel concentrator depends on the hardware configuration. Ap only supports one tunnel at a time.
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RX packets 44 bytes 2800 (2.8 KB)

RX errors © dropped 3 overruns 6 frame 0

TX packets 13 bytes 1611 (1.6 KB)

TX errors @ dropped 0 overruns 6 carrier 0 collisions @

flags=4163<UP,BROADCAST ,RUNNING, MULTICAST> mtu 1500

inet 10.110.200.101 netmask 255.255.255.240 broadcast 10.110.200.111
:400:612:1808:11a6:58f9 prefixlen 64 scopeid @x0<global>
641c:191b:f4a6:72d7 prefixlen 64 scopeid 0x20<link>
2:400:1c9c:78c5:82fd:ddb9 prefixlen 64 scopeid 0x@<global>
ether 00:0c:29:04:d7:77 txqueuelen 1000 (Ethernet)

RX packets 4666 bytes 3702970 (3.7 MB)

RX errors © dropped © overruns 6 frame 0

TX packets 3630 bytes 469775 (469.7 KB)

TX errors @ dropped 0 overruns @ carrier 0 collisions @

flags=4163<UP,BROADCAST ,RUNNING, MULTICAST> mtu 1500
ether 00:0c:29:04:d7:81 txqueuelen 1000 (Ethernet)

RX packets 482 bytes 89217 (89.2 KB)

RX errors © dropped 2 overruns © frame 0

TX packets 550 bytes 89488 (89.4 KB)

TX errors @ dropped 0 overruns @ carrier @ collisions @

mma,nﬂnlmsb ntu 1462

4cf prefixlen 64 scopeid ©x20<link>
ether aa:ad:1b:e7:84:cf txqueuelen 1000 (Ethernet)

RX packets 20 bytes 4324 (4.3 KB)

RX errors © dropped 2 overruns 6 frame 0

TX packets 82 bytes 6968 (6.9 KB)

TX errors @ dropped 0 overruns 6 carrier @ collisions @

4 prefixlen 64 scopeid ox20<link>
ether 4a:c3:9c:70:b5:04 txqueuelen 1000 (Ethernet)
RX packets © bytes © (6.0 B)

RX errors © dropped © overruns © frame 0
TX packets 82 bytes 6968 (6.9 KB)





image42.png
‘Add WLAN

% Configure ~
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E Radius Server  GuestAccess  Usagelimis  Scheduled Access  Access  Passpoint

& Network

Ba:
& services
Enable
== Operations Mesh  of «|  Mesh Base/Client/Recovery mode
ssID _ The SSID of this WLAN (upto 32 characters)
4 Troubleshoot ~ VLAN 1020 Default VLAN assigned to clients on this WLAN. (1-4094)
Security WPA2 Pre-shared Keys v Set Authentication and encryption type
Passphrase WPA2 Pre-shared Securiy passphrase or key
Radios 2 4GHz and 5GHz | Define radio types (2.4GHz, 5GHz) on which this WLAN should be supported
VLANPooling  Disable +|  Configure VLAN pooling
Max Clients 127 "Default maximum Client assigned to this WLAN. (1-256)
Clientlsolation  Disable v|  When selected, it allows wireless clients connected to the same AP or different AP to communicate

with each other in the same VLAN

‘cnMaestro Managed Roaming [ Enable centralized management of roaming for wireless clients through cnlMaestro

Hide $SID O Do ot broadeast SSID in beacons

Session Timeout 28800 Session time in seconds (60 to 604800)
Inactivity Timeout 1800 Inactivity time in seconds (60 to 28800)

Drop Multicast Traffic (] Drop the send/receive of multicast traffic
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- Advat

uApPsD [ Enable UAPSD

@Bss O Enable QBSS load element

DTMinterval 1 Number of beacons (1-255)

~ Monitored Host

Host 1P Address or Hostname that should be reachable for this WLAN to be active
Interval 300 Duration in seconds (60-3600)
Attempts 5 Number of attempts to check the reachabilty of monitored host (1-20)
DNS Logging Host Port 514 Syslog server where all client DNS requests will be logged
Connection Logging Host Port 514 Syslog server where all client connection requests will be logged
Band Steering  Disabled | Steer dual-band capable clients towards 5GHz radio

Proxy ARP Respond to ARP requests automatically on behalf of clients
ProxyND (0 Respond to ipv6 ND requests automatically on behalf of clients
Unicast DHCP Convert DHGP-OFFER and DHCP-AGK to unicast before forwarding to clients
Insert DHCP Option 82 [ Enable DHCP Option 82

Fast-Roaming Protocol  [JOKC [J802.11r  Configure roaming protocol

RRM (802.11k)  (J Enable Radio Resource Measurements (802.11k)

PMF (802.11w) Disable M
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E400-B1488C (config) #
E400-B1488C (config) §
E400-B1488C (config) # show ip int brief

DEVICE DDRESS RX-PTKS ~TX-PTKS RX-BYTES TX-BYTES TX-PTK-DROPS  RX-PTK-DROPS  AVG-TX (kbps) MAX-TX MIN-TX AVG-RX MAX-RX  MIN-RX

L2GRE 0.0.0.0 13894 2693 764583 290206 o o

=L 9.0.0.0 3395695 65217 208169956 12700094  © 5079 B 51 1 20 e 28
139196 334068 O 1250

E400-B1488C (config) §
E400-B1485C (config) § show wireless clients

wac VENDOR  AGE(sec)  IB-ADDRESS MODE STREAM POWERSAVE RADIO ~WLAN VAN  802.11-AUTH NAME ss1D
58-B1-11-25-F7-3C Intel 748 a2 o 2 2 1020 vy LAPTOP-025DVETJ 11GRE tunnel-legacy
56-6C-62-04-R7-01 [Local MAC] 745 e 2 S 2 2 1020y 11GRE tunnel-legacy
E400-B1488C (config) § show tunnel-status
TYPE  STATUS  REMOTE-HOST  LOCAL-HOST

12tp __Down 0.0.0.0 0.0.0.0
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12p Down 0.0.0.0
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Wireless Clients -

ssip v Name v IP v VLAN v User v Mode v MAC v Band v Vendor v Type v SNR v Rx vim v

11GRE tun... | LAPTOP-025D 1020 ac 88-B1-11-2B-F7-3C 5GHz Intel Windows 10 55 163 bps 40bps E

1GRE tun 1020 ac 56-6C-62-04-A7-01 5GHz [Local MAC] 35 1.7 Kops 856 bps
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L 22.593681  @.0.0.9 253.255.255.255  DHCP 408 DHCP Request - Transaction ID @x8d597car
659 23.170135  0.0.0.0 255.255.255.255  DHCP 384 DHCP Request - Tramsaction ID 0x69351833
66123.170292  0.0.0.0 255.255.255.255  DHCP 384 DHCP Request - Transaction ID 0x69351833

et 2.a7a60  172.16.20.1 172.16.20.10 DACP 388 DHCP ACK - Transaction ID ox69351833
673 2337060 0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID xch28e22d
674 23370682 0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID xch28e22d
123132017368 0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID xch28e22d
1232 32.17395  0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID xch28e22d

| madsisoan 1011020058 255.255.255.255  DHCP 396 DHCP Request - Tramsaction ID 0xgds97cet

17535527840 10.110.200.54 255.255.255.255  DHCP 396 DHCP Request - Tramsaction ID 0xgds97cet

2041 44.718304  0.6.0.0 255.255.255.255  DHCP 380 DHCP Discover - Tramsaction ID Oxcdesds3
2042 4471835 0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID Oxcdesds3
2147 47.199691  0.6.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID Oxcdesds3
2145 47.19972¢  0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Tramsaction ID oxcdesds3

Frame 661: 384 bytes on wire (3672 bits), 384 bytes captured (3872 bits) on interface \Device\NPF_{7DDBBE13-2849-497E-97FF-ADBB260686AC}, id 6
Ethernet II, Src: Cisco_98:a5:51 (f8:6b:cb:98:a5:51), Dst: Cambiumh_e1:4f:e@ (58:cl:7a:el:4f:e6)
Internet Protocol Version 4, Src: 10.110.200.101, Dst: 10.110.200.20

01 (56:6c:62:04:a7:01), Dst: Broadcast (FFiffiffiff:
§02.1Q Virtual LAN, PRI: 0, DEI: 0, ID: 1620
TInternet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Request)

Message type: Boot Request (1)

Hardware type: Ethernet (exel)

Hardware address length: 6

Hops: @

Transaction ID: @x69351833

Seconds elapsed: 18
> Bootp flags: 0x0000 (Unicast)

Client Ip address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: o.
mmt ardware address padding: 00000000000000000000

Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Request)
Option: (55) Parameter Request List
Option: (57) Maximum DHCP Message Size

option: (255) End
Padding: 0000000000000
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No. Tme Source Destiaton Protocol Length Tnfo
| es122.50%81  0.0.0.0 255.255.255.255  OHCP 408 DHCP Request - Transaction 10 OxBdsS7ce
| essmazenss  e.c.0.0 255.255.255.255  DHCP 384 DHCP Request - Transaction ID OxG9351833
| ee123.a7m9  e.0.0.0 255.255.255.255  DHCP 384 DHCP Request - Transaction ID 0xG9351833
L ees2azazee (17516360 J172.16.20.20 DHCP 384 DHCP ACK - Tramsaction ID Gx69351833
673 23.370640  6.6.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID Oxcb2se22d
74 23,3706 0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID oxch2se22d
1231 32217368 0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID oxch2se22d
1232 32217395 0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID oxcb2se22d
1726 38527431 10.110.200.54 255.255.255.255  DHCP 3% DHCP Request - Transaction ID OxBdsS7ce
1725 38527840 10.110.200.5¢ 255.255.255.255  DHCP 3% DHCP Request - Transaction ID OxBdsS7ce
2041 44.728308  0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID Oxcdesdes
2042 44.728358  0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID Oxcdesdes
2147 47.199631  0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID Oxcdesdes
248 47.19972¢ 0.0.0.0 255.255.255.255  DHCP 380 DHCP Discover - Transaction ID Oxcdesdes
> Frane 664: 384 bytes on wire (3072 bits), 354 bytes captured (3072 bits) on interface \Device\NPr_{70DGBE13-2049-497E-97FF-ADOG260636AC), 1d ©
> Ethernet 11, Src: Cisco_Sgiasis1 (fs: 51), Dst: Cambiumi_b1:48:5c (00; 5c)
> 10.110.200.38

se), Dst: a7:01 (56:

§02.1Q Virtual LAN, PRI: 0, DEI: 0, ID: 1620
Internet Protocol Version 4, Src: 172.16.20.1, Dsf
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dynamic Host Configuration Protocol (ACK)

Message type: Boot Reply (2)

Hardware type: Ethernet (exe1)

Hardware address length: 6

Hops: @

Transaction ID: @x69351833

Seconds elapsed: ©
> Bootp flags: 0x0000 (Unicast)

Client Ip address: 0.0.0.0

Your (client) IP address: 172.16.20.10
Next server IP address: 0.0.0.0

172.16.20.10

v vy

Server host name not given
Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (ACK)

Option: (54) DHCP Server Identifier (172.16.20.1)
Option: (51) IP Address Lease Time

Option: (58) Renewal Time Value

Option: (59) Rebinding Time Value

Option: (1) Subnet Mask (255.255.255.9)

Option: (3) Router

Option: () Domain Name Server

option: (255) End
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1864 41.619540  172.16.20.10 52.232.209.85 TCP 108 57820 » 443 [ACK] Seq=1891 Ack=5269 Win=136752 Len=0 TSval-508520720 TSecr=2113181505
1865 41.689956  {173.16.96.16 J172.16.20.1 I 140 tcho (ping) request id-oxbss0, seq-1/256, ttl-eé (reply in 1866)
1866 41691974 173.16.20.1 172.16.20.10 I 140 tcho (ping) reply  id-oxbsso, seq-1/256, trl-2ss (request in 185)

Frame 1865: 148 bytes on wire (1120 bits), 148 bytes captured (1120 bits) on interface \Device\NPF_{7DDBBE13-2849-497E-97FF-ADBB260686AC}, id 6
Ethernet II, Src: Cambiumh_b1:48:8c (00:04:! ), Dst: Cisco_98:a5:51 (f&:@bich:
Internet Protocol Version 4, Src: 10.110.200.38, Dst: 10.110.200.101
Generic Routing Encapsulation (Transparent Ethernet bridging)

Ethernet II, Src: 56: 01 (56:6c ), Dst: Cisco_95!
§02.1Q Virtual LAN, PRI: 0, DEI: 0, ID: 1620
Internet Protocol Version 4, Src: 172.16.20.10, Dsi
Internet Control Message Protocol

(f8:0b:cb:

172.16.20.1
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