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Overview  
  

As a component of Microsoft Enterprise, Azure Active Directory (Azure AD) is an 

enterprise identity service that offers single sign-on, multifactor authentication, and 

conditional access to protect against 99.9% of cyberattacks.  

cnMaestro provides a platform to integrate with Azure AD as an enterprise application 

to authenticate users. The integration is available in the Guest Access Profile configuration.  

This document is applicable only for cnMaestro cloud.  

 

Deployment Model and Use Case  

 

Schools /University  

  TBD/TBA 

 

 

 

 

 

 

 

 

 

 



Azure Account Creation General Guidelines  

 

1. Ensure that Administrator role and other permissions (global role for managing Azure 

app) are provided for the user to authorize the azure integration on cnMaestro.   

Sample role assigned for an Administrator user below.  

 

 

2. Once the Authorize step is successfully completed, cnMaestro guest portal will 

onboard this tenant account.   

 

3. Ensure that all the users allowed to login are part of the same Tenant ID.  When any 

user signs in, cnMaestro will check its tenant ID.  

 

4. End users sign-in will happen in two steps.  

 

a. Needs to have his AD authorized on cnMaestro.  

b. The user sign-in happening for right tenant id. 

 

 

 

 

 

 

 

 

 



cnMaestro Azure Configuration  

 

Step 1: Create a Guest Access Profile in cnMaestro.  

 Refer the user guide for Guest Access profile creation.  

Step 2: Select Enterprise option and enable Microsoft Azure Login  

After clicking on Authorize, a pop window will open, login to your azure account (user 

which has admin rights), if already logged in, select the account to login,  

 

  

 

 

 

 

 

 

 

 



Step 3: Key-in password and click on Sign in  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Step 4: Select the check box and Click on Accept  

  

 

 

 

 

 

 

 

 



Step 5: If you have MFA enabled, enter the number shown in the logging screen on your 

phone app to allow sign-in  

 

 

 

 

 

 

 

 

 



Step 6: Once the number is entered on the mobile phone sign-in request, the window 

automatically pops up the accept page, select the check box, and click on the Accept button.  

 

 

 

 

 

 

 

 

 



Step 7: Once accept is clicked, authorize step will complete and cnMaestro guest portal will 

onboard this tenant account. Details of the tenant account will be displayed automatically on 

cnMaestro. All the allowed groups will be displayed on the allowed groups text box.  

 

 

 

 

 

 

 

 

 

 

 

 



Step 8: Please select the groups to which access needs to be allowed.  

  

Anyone attempting to log in if they’re not a member of the student's group will be 

denied access.   

 



Client Details and Troubleshooting   
 

The user login details can be viewed from the cnMaestro Guest Access Profile, attaching a 

screenshot from cnMaestro.  

The sessions details tab will display the remaining session time, username, Login time and 

other details.   

 

The users tab will show the signed in users along with the group details. 

 

  

The details of the client group returned by Azure will be available in the wmd logs on the 

AP, to view the logs, enable debug level wmd logging and save the configuration.  

 



 Below logs are from AP when client is authenticated, the boxed section will explain the 

session time and the quota limit configured on the cnMaestro.  

 

 

On the SAME AP, one can enforce rules based on the group information received from the 

Azure.  

Here a second client is signed in and the filter returned from the Azure AD is “student”  

 

 

On the AP, we have a specific filter and group configuration for this filter, to enforce the 

policy.  

 

 

 

 

 

 

 

 



The AP logs showing user is assigned IP address from VLAN 10  

  

 

The client details on the AP shows clients connected to the same SSID, but in different 

VLAN. 

  

 

QnA   
 

How periodically cnMaestro will sync with Azure AD - 24 hrs.  


